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Accelerating Time-to-Market in
the Chiplet Era

Chiplet architecture and case study focusing on security and
system protection

Junie Um, (Cadence)
Samuel Wong, (Secure-IC)
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Junie Um

Distinguished Engineer, Compute Solutions Group/SSG, Cadence

Junie Um has been working on system and SoC architecture for a series of mobile
and ADAS SoCs. Currently, she is responsible for chiplet and ADAS system
architecture at Cadence. She received a BS degree from Seoul National University
and MS and PhD degrees from the Korea Advanced Institute of Science and
Technology (KAIST). She also served as a visiting scholar at the University of
Texas at Austin.

Samuel Wong
Business Development Manager, Secure-IC

Sam Wong leads business development and sales activities for Secure-IC, bringing
over 20 years of experience in international business development and
semiconductor IP licensing. He began his career at Arm in Austin, focusing on
emerging markets and managing the Arm Foundry Program. Sam then leads
Tensilica's APAC sales operations, playing a pivotal role in opening the China and
Taiwan markets. He also serves in various roles at Boeing, NetSpeed, and an Al
startup.
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Differentiation

* Heterogenous SoCs
Single, monolithic die

=
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Multi-Die SoC
Maximize Die Area

> Integration of IP with some specialized IP

Chiplets

Heterogeneous Chiplet System
Extreme Specialization

» Designers look for ways to build bigger, faster, and cheaper systems

> Multi-die solutions to build big

- Multi-chiplet solutions to build faster and cheaper with more specialization
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1. Cost-effectiveness and complexity efficiency
- Focus engineering teams on unique value-add while improving time to market,
project derisk, and costs
- Leverage partners for advanced-node designs, IP, and software virtual platform
2. Modularity — Scalability and customizations
- Enabling very large systems — make it big — multi-chip solutions
- Scalable solutions from low- to high-end — make it fast, make it cheap —
multi-chiplet solutions
3. Portfolio management
- Develop product roadmaps built with the same chiplets
- Reuse of select chiplets for next-generation products
4. Ecosystem development

- Leverage software ecosystem around partner chiplets (reference design)
- Utilize off-the-shelf chiplets (standard IP — CPU, GPU, memory, |/O)
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» Reference designs to accelerate the design effort
- Base System Chiplet — Tapeout completed in October 2024

o Building NPU chiplet targeting Q3 2025
- Continue to build a reference platform
o Supporting configurable subsystem

= Chiplet frameworks to simplify chiplet construction
= Building SoC cockpit to accelerate the design effort

= Designing to support the standard chiplet system architectures
o Joining standardization efforts

» How chiplets interoperate — the behavior of chiplets
» How chiplets communicate — data/event communication of chiplets
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= CPU, Cadence® Neo™ Al, system functions with optional sensor, memory, and I/O

chiplets

» Tradeoff process cost, yield, performance, package cost, scalability, extensibility

CPU Chiplet

Neo MP (x8)

Sensor Chiplet

Multicore DSP

0
CPUClusten || CPUClusten || CPUCluster || CPUCluster Neo Neo Neo Neo ! 32MB I D,
. 4 Cores 4 Cores 4 Cores 4 Cores
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Low-End Mid-Range High-End

CPU GPU CPU GPU Multimedia CPU GPU Multimedia

System Chiplet System Chiplet System Chiplet

(I/O, Storage, System IP, Safety,
Security)

Neo™ Tensilica® Neo Tensilica Neo
plermory Al plemory DSP Al plerory DSP Al
N . - . . - . ‘_

» Architect a set of chiplets to build a range of solutions
o Ability to upgrade portions of the system

Storage, System IP, Safety, Security) MStorage, System IP, Safety, Security)

=  Common architecture and software environment across all vehicles
- Software verification is among the greatest challenges for automotive OEMs
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= |Initial version will run at 1H'25 in emulation »  Chiplet framework encapsulates the subsystem
into chiplet and provides cohesive communication

=  SoC-level control functionality for the security, safety, _
between the chiplets

and control subsystems distributed over multiple

chiplets, connected via UCle™, I3C, and event = Base system chiplet supports a more flexible
interfaces , configuration than computing chiplets
System Chiplet
CPU Chiplet Memory Subsystem Al Chiplet
CPU|||CPU|||CPU|||CPU NPU |||NPU |||NPU |||NPU
Vision
CPU|||CPU|||CPU|||CPU 8 NPU |||NPU |||NPU |||NPU
-] % 8 g
Framework o Network-on-Chip (NoC) > ® Framework
Safety  Security  Debug Safety  Security = Debug
Local Control . Local Control
Low-Speed I/O  Power and Clock High-Speed I/0O Low-Speed I/O  Power and Clock
Framework
This slide contains forward-looking Safety = Security ~ Debug

statements regarding Cadence's L c |
business or products. Actual results may ocal Contro
differ materially from the information Low-Speed I/O  Power and Clock

presented here.
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= Advanced-node

base system Each base system chiplet contains: UCle™ PHY and
chiplet with Controller, chiplet, system control processor (SCP),
system processor safety management processor (SMP), root of trust
and LP5 (ROT), LPDDR5, and NoC

subsystem

DMA
subsystem

JAN. 28-30, 2025 #DesignCon (&) informamarkets

DESIGNCONEzs

WHERE THE CHIP MEETS THE BOARD




Each NPU chiplet contains UCle™ PHY and Controller, system

= NPU chiplet control processor (SCP), safety management processor (SMP)
with multi- ROT (Root of Trust), multi-core NPU, PCle™ PHY and
core NPU controller, and NoC technology

DMA
subsystem
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= Supporting chip-to-chip behavior across chiplets
- Memory interface based on UCle™ IP

o Security/safety/control interface based on events and I3C interfaces

» Spec-based framework to accelerate the design effort
/ Chiplet Hardware and Software Framework

4 ) Local Chiplet Building out soft IP

Control Control to enable the quick

Chlplet « Control regs - Security and COF.l'eCt
Loqi Clocks . construction of
ogic 4 chiplets
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» Behavior define
- Secure Boot (System-in-Package)

- System Protection

- Safety Control (Autonomous Application only)
- System Control

- Data Communication

- System Synchronization

- System Debug

* Mapping the data/event exchange into interchip interfaces
- UCle™ interface, (mainband and sideband)

- Eventinterface

- Signal interface
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SECURE-IC

THE SECURITY SCIENCE COMPANY

STRATEGIC ANNOUNCEMENT

SECURE-IC IS EXPECTED TO BECOME THE SECURITY ENTITY IN CADENCE DESIGN SYSTEMS

cadence « SECWRE-iC

THE SECURITY SCIENCE COMPANY
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SECURE~-IC | AGENDA

THE SECURITY SCIENCE COMPANY

1. SECURE-IC - THE EMBEDDED SECURITY ONE-STOP-SHOP

2 iINTEGRATED SECURITY SERVICES PLATFORM
) SECURYZR™

3 CYBER SECURITY EVALUATION TOOLS
) LABORYZR™

4 SECURITY CONSULTING, EVALUATION AND CERTIFICATION SUPPORT
) EXPERTYZR™

5. OUR PROMISE
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SECURE-IC

THE SECURITY SCIENCE COMPANY
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2025 All Rights Reserved | Confidential | Property of Secure-IC 16 .




SECURE~-IC | A GLOBAL LEADER IN EMBEDDED SECURITY

THE SECURITY SCIENCE COMPANY

loT devices being interconnected, each and every object could be ONE DAY. SECURITY
)

a threat for the whole network. WILL
BE WORTH MORE THAN
Therefore, the security of the objects or the devices with their THE DEVICES

lifecycle management is key,
and so is their data. To ensure
the integrity of this data, the
whole system must be secured
and managed. Trusted
devices enable trusted data.

Secure-IC partners with its clients to provide them with the best
end-to-end cybersecurity solutions for embedded systems and
connected objects, from Chip to Cloud

2025 All Rights Reserved | Confidential | Property of Secure-IC




SECURE-IC

THE SECURITY SCIENCE COMPANY

THE RISING LEADER IN THE SECURITY INDUSTRY

&2

FULLY DIGITAL

Down to technology for all
18A/2 technology nodes and
N foundries

= MULTI- Management of
CERTIFIABLE e security ALL
‘?F“@ C technologies for ‘? ALONG DEVICES’
-") multiple markets k) j LIFECYCLE
E ¥.\:V

) MATURE &
ONE-STOP-SHOP Unique & patented WIDELY

for embedded technologies: ANTI- DEPLOYED 10+

security TAMPER & solutions

CYBER-PHYSICAL
attack protection

k%%

years

250+ PQC and Al- 350+
patents POWE RED publication

S
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SECURE-IC

THE SECURITY SCIENCE COMPANY

NUMEROUS MARKETS FOR EMBEDDED SECURITY

G M1 A

Healthcare Defense & Industry & Memory &
Government Factory Storage
Automation
nt
i (N
+rr+ /O
Critical Media & Smart Grid & Academics &
Infrastructures Entertainment Smart Cities Research

2025 All Rights Reserved | Confidential | Property of Secure-IC 19




SECURE-IC

THE SECURITY SCIENCE COMPANY

THE ROOT OF TRUST APPROACH

SUPPORT FOR ALL CHALLENGES FROM SECURITY REQUIREMENTS
TO SECURITY MANAGEMENT ALONG THE LIFECYCLE OF SYSTEMS

a SECURYZR"

yA LABORYZR"

EXPERTYZR"

integrated Security Services Platform
Secure Hardware solutions
Secure Software solutions

PROTECT EVALUATE SERVICE CERTIFY H SUPPLY — DEPLOY —_— MANAGE

End-to-end evaluation
platforms for HW and SW

................................... | [
Security ., .
s s E
...Q 'i"
Support frorm experts © .... -“
sy, ot

reach security goals
@)
S

AAAAAAAAA
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SECURE-IC

THE SECURITY SCIENCE COMPANY

A COMPLETE SET OF END-TO-END
SECURITY SOLUTIONS

SECURE-iC

THE SECURITY SCIENCE COMPANY

PQC

Jost-luant.. T

el SECURYZR"

Secure
Hardware Solutions

Secure
Software Solutions

Security Lifecycle
Management Solutions

1 Securyzr™ l Securyzr™ l Securyzr™
iSE iSE SW Framework Server

o cury e 4
) iSE neo . Host SW Framework
: & Securyzr™ ! ‘
! Crypto Solutionsneo | T*
) ,
. . . ‘ _____________
' Secure Protocol Engines neo | 3
' —_— L PSIRT |
! Securyzr™ .
@ . '
. Security IPs neo '
' | SECURYZR" '
. ) Neocoreruror ,
LS ' Securyzr™ iSSP

4 LABORYZR"

e EXPERTYZR"

End-to-end Security
Evaluation Platform

Analyzr™
Post-Silicon Security Analysis

Virtualyzr™
Pre-Silicon Security Analysis

Catalyzr™
Software Security Analysis

Security
Expert Services

PMO Services
Project Management Office

EaaS

Evaluation as a Service

CaaS
Certification as a Service

Security Watch
Reports

Trainings

Advanced Research
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YOUR END-TO-END PARTNER FOR SECURITY ALL
ALONG THE DEVICE LIFECYCLE

o & o

SECURE-IC

THE SECURITY SCIENCE COMPANY

O 'R )

-/ U/
DESIGN & MANUFACTURING .OPERATION & BUSINESS .UPDATE & END OF LIFE
:Secure key generation,  Secure writing of MCU keys and “FW updates in a secure environment
“design de)\llglopment fimware (Iea?(age and th)fleft DATA EXPLOITATION (tamering prevention) - Solutions that
‘environment prevention) - Key management for  Secure operation of the facilitate implementation & deployment
5 each individual device (counterfeit : product (communication data hijacking/

product prevention i eavesdropping prevention)

SECURE-IC MAINTAINS TRUST THROUGHOUT THE WHOLE PRODUCT LIFECYCLE

While globalized sourcing and manufacturing processes reduce costs, they
increase risks exposure. Considering the complexity of value chains, the
challenge is to generate and manage trust in data.

Secure-IC aims at answering this challenge relying on interoperability and
open standards.
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SECURE-IC | AGENDA
1. SECURE-IC — THE EMBEDDED SECURITY ONE-STOP-SHOP
. iNTEGRATED SECURITY SERVICES PLATFORM

3 CYBER SECURITY EVALUATION TOOLS
. LABORYZR™

4 SECURITY CONSULTING, EVALUATION AND CERTIFICATION SUPPORT
. EXPERTYZR™

5. OUR PROMISE
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SECURE-IC

THE SECURITY SCIENCE COMPANY

EMBEDDED SECURITY FOR ALL YOUR NEEDS

a SECURYZR"

| (rac™
= Securyzr™ neo Core Platform = geay

, . \ v 4

I * One core, multiple products

() [ [
| | |
Secure Secure Security Lifecycle " Post-Quantum Cryptography
Hardware Solutions Software Solutions Management Solutions (PQC) ready
T ecuya | secma LT e | = ASIC & FPGA compatible
' iSE ® iSE SW Framework Server X
______________ | » Technology node down to 2nm
. :04 . ; o«{ st o b ok | . » Trustful zero-touch security
¥ : '- : server solution
. o Securyzr™ ' ’ : (’
! Crypto Solutionsneo |, ._ ' = Al powered o
3 | = VA S —
.- nesneo |- | ———=
Secure Protocol Engines neo | | }
o PSIRT !
Securyzr™  |* TTTTTTTmmTTTee
- Security IPs neo
______ L Securyzr™ iSSP

.

___________________________________________________
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SECURE~IC | SECURYZR™ neo CORE PLATFORM SECURYZR"

THE SECURITY SCIENCE COMPANY neo CORE PLATFORM

World Class Standards

Advantages —0 Versatility
Configurable PQC ’ X
Reliable - ™ Per application
Efficient ~ I READY SECURYZR Off-The-Shelf Series
Easy Integration neo CORE PLATFORM Pre-selected configurations
Scalable ) (thoroughly studied by our experts for
High-Performance your specific needs)
Lifecycle management (PSIRT) Specific options
Standards & Certifications Compliant |
ONE CORE, MULTIPLE PRODUCTS PQC (Post-Quantum Cryptography) .
! T PUF (Physically Unclonable Function)
I m TRNG (True Random Number :
I -J. Generator)
I Nlew . . |
Anti-Tampering I
: \ ‘ ‘ ; (Active Shield or
I [ FiPs | - - ) y Digital Sensor) !
1 W Lightweight A& Connectivity ~ Safe &Secure  High Performance  High Security FPGA 1
| — _ .
' IoT A s (@ o)
P asNgl International =]
: S = A —
I loT & Connectivity FA/AI/OT Automotive  Cloud / Datacenter Mobile FPGA
| ETSIC__ )\
I \ Z
|

Benefit From Secure-IC’s Rich Legacy while Embracing Cutting-edge Technologies

2025 All Rights Reserved | Confidential | Property of Secure-IC 25




-l SECURYZR™ iSSP SOLUTION
SEClRE'C MAINTAIN TRUST THROUGHOUT THE WHOLE DEVICE LIFECYCLE

S
‘ | SECURYZR" One Core,
Y/ o CORE PLATFORM Multiple Products PME
1 1 1 L L L 1 1 1 1 L 1 L 1 1 1 L L L L 1 1 1 — .' - .. :
, ) } READY
iNTEGRATED SECURE Host CPU - SECURYZR" SECURYZR"
ELEMENT (iSE) — A Lk
. e it SERVER
m:rf:z“:;is OFTHARE ! Hostsw || | | iNTEGRATED SECURITY SERVICES
bt oy, 6 A P SECURE PROVISIDNING ! Framework | = {
: R FrlranEe SECURE PROVISIONING Benefits:
KRG e EnT SECURE BOOT i HOST SERVER E B . @ Increased efficiency
R | Rl I — SECURE UPDATE
PROTECTICN SECURE UPDATE E : '< > b © Better decision-making
*. - PSIRT
fii SECURE MONITORING E 0 F SECURE MONTTORING © Enhanced compliance
¢ | nirenrace . ]
CYBER ESCORT UNIT SECURE DEBUG | S 0r DEVICE IDENTITY © Greater reliability
KIIIIIIIIIIIIIIIIIIIIIJJ
iSE iSSP
Root of Trust Security Lifecycle Management Platform including Root of Trust
MARKETS
p o .
L O waae B @ | B LT @ & A
SMART GRID & HEALTHCARE MEHORY & ACADEMICS & SERVER & MEDIA & SEMI CRITICAL AUTOMOTIVE & DEFENSE & INDUSTRY & FACTORY  CONSUMER
SMART QITIES STORAG RESEARCH cLouD ENTERTAINMENT CONDUCTORS INFRASTRUCTURES SMART MOBILITY SPACE AUTOMATION ELECTRONICS
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SECURE-IC | NEW SERIES

THE SECURITY SCIENCE COMPANY

4 N r N N N N
S100 S300 S500 S600 S700 S800 S900

O A = e CaD

. Anti- Cloud/ .
loT FA/AIIO Chiplet Counter Auto- Data Mobile
R y : (o ) | center B | J
—— \ \
[
For loT devices with lightweight
requirements For high-end devices, including
Key points: power & silicon- solution for HW isolated secure
optimized processing
For industrial loT, factory automation and Al Key points: High security
devices applications
Key points: Connectivity and Al
applications
For Chiplet use cases
Key points: Anti data eavesdropping / For high-end devices with performance
corruption, processed data security requirements and trust challenge
Key points: High performance applications,
For counterfeiting use cases Confidential computing, Datacenter
Key points: Anti-counterfeiting compliancy (Caliptra, etc.)

Compliance with key standards (CC, FIPS, ISO/SAE, ISO 26262...) &
architectures (EVITA, Autosar...)
Key points: Safe and secure applications

2025 All Rights Reserved | Confidential | Property of Secure-IC 28 .




SECURE~IC | SECURE-IC / CADENCE CHIPLET PROJECT

EEEEEEEEEEEEEEEEEEEEEEEEE

ADAS chiplet platform — a first successful project

cadence x SECWE-iC

THE SECUR SCIENCE COMPANY

Chiplet 1

e

Securyzr™S500

e SECURYZR"
ﬁ

4=CUClemp

nnnnnnnnnnnnnnnnnnn

Chiplet 2
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SECURE-IC

THE SECURITY SCIENCE COMPANY

SECURYZR™ SERVER e SECURYZR®

neo CORE PLATFORM
FLEXIBLE, EVOLUTIVE &
CUSTOMIZABLE ( a

F Hvu

A
STANDARDS v
BASED
PERFORMANT
& SCALABLE

SECURYZR"

COMPATIBLE WITHTOP SERVER

CLOUD PLATFORMS
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SECURE~-IC | AGENDA

THE SECURITY SCIENCE COMPANY

1. SECURE-IC — THE EMBEDDED SECURITY ONE-STOP-SHOP
2 iNTEGRATED SECURITY SERVICES PLATFORM
. SECURYZR™
. CYBER SECURITY EVALUATION TOOLS
4 SECURITY CONSULTING, EVALUATION AND CERTIFICATION SUPPORT
. EXPERTYZR™
5. OUR PROMISE
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SECURE~IC | CYBERSECURITY EVALUATION TOOLS

THE SECURITY SCIENCE COMPANY

7 LABORYZR" = From Pre-Silicon to Post-Silicon

» Side Channel & Fault Injection
Analysis / Attacks

End-to-end Security » Reverse Engineering

Evaluation Platform » Hardware Trojan detection
Analvar™ = Standard certifications
nalyzr .

Post-Silicon Security Analysis com pl lance
« Common Criteria

Virtualyzr™ * FIPS-140

Pre-Silicon Security Analysis « OSCCA
- + 1SO 17825/20085
Catalyz_r , * And more...
Software Security Analysis

' 2025 All Rights Reserved | Confidential | Property of Secure-IC




SECURE~-IC | AGENDA

THE SECURITY SCIENCE COMPANY

1. SECURE-IC - THE EMBEDDED SECURITY ONE-STOP-SHOP
2 iINTEGRATED SECURITY SERVICES PLATFORM

) SECURYZR™
3 CYBER SECURITY EVALUATION TOOLS

) LABORYZR™

SECURITY CONSULTING, EVALUATION AND CERTIFICATION SUPPORT

5. OUR PROMISE
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SECURE~-IC | SERVICE & CERTIFY

THE SECURITY SCIENCE COMPANY

e EXPERTYZR"

|

¢ = Security services
Security )
Expert Services = Risk assessment

o PMOServices = White / Grey / Black Box analysis

Project Management Office

EaaS = Standards & Certifications

o . ) .
Fvaluation as a service compliance check and support
CaaS .
& Certification as a Service u Cyber Threat Inte”lgence
o Seculywarch = Cybersecurity awareness
o Trainings . PSIRT

®—| Advanced Research
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_:~ | ACOMPLETE SET OF )
SECURE-IC | ExPERTS' SERVICES EXPERTVZR

PMO SERVICES EVALUATION
* Project Management support to AS A SERVICE (EaaS)
customers « Compliance with standard certification level
» Support & Maintenance * Pre-silicon-Post silicon-Software evaluation

» Software code or real device evaluated
Pre-Quotation & tailored Design for Security

\ / / SECURITY \
CERTIFICATION AS A WATCH

SERVICE (CaaS) . ?:;I:I)’ gz;si?:?t Security Incident Response
. éei(ﬁiz-atii)gitz?og:f: Prz(:nl?hte EXPERTYZR" — | ° State-of-the-art synthesis on major security

roots to certification (CC, FIPS topics and trends '
140, 1ISO, CSPN) * Independent audit of published attacks and

practical feasibility report

K Security trend newsletter /
TRAININGS ADVANCED RESEARCH
* Full catalog of theoretical and Compliance with standard certification level
practical trainings on Embedded Pre-silicon-Post silicon-Software evaluation
Cyber Security + Software code or real device evaluated
Pre-Quotation & tailored Design for Security

' 2025 All Rights Reserved | Confidential | Property of Secure-IC
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SECURE-IC

THE SECURITY SCIENCE COMPANY

THE SECURITY SCIENCE FACTORY .
THOUGHT LEADERSHIP e FAPERTYER

= SCIENTIFIC WORK AND PUBLICATIONS C}}
+ More than 350 published papers O Hardwa re
=P . 250+ patents Blockchain /50/‘ Leaka e
— = SECURITY THOUGHT LEADERSHIP P g
» 40+ presentations per year in Semiconductor and 6 eSIgn
Embedded security events rt|f| | | |nte”| ence

ardware TrOJans

= STANDARDIZATION S C u rl ty

* Equipment for non-invasive attacks: ISO/IEC 20085
* Physically Unclonable Functions: ISO/IEC 20897 I e- C h ann el
*  White-Box Cryptography: SC27/WG3 N1367

I » Connected Car Cybersecurity: ISO/SAE 21434 .

= * Autonomous Vehicle Working Group 3 (AVWG 3) - Cyber Aut0m0t|Ve

= Security

* Information security, cybersecurity and privacy protection:
ISO/IEC CD TR 5891 - Hardware monitoring technology for
hardware security assessment

« Side-channel leakage of cryptographic implementations
assessment: ISO/IEC 17825

' 2025 All Rights Reserved | Confidential | Property of Secure-IC 37 .
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SECURE~-IC | AGENDA

THE SECURITY SCIENCE COMPANY

1. SECURE-IC - THE EMBEDDED SECURITY ONE-STOP-SHOP

2 iINTEGRATED SECURITY SERVICES PLATFORM
) SECURYZR™

3 CYBER SECURITY EVALUATION TOOLS
) LABORYZR™

4 SECURITY CONSULTING, EVALUATION AND CERTIFICATION SUPPORT
) EXPERTYZR™

. OUR PROMISE
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SECURE-iC | OURPROMISE

uuuuuuuuuuuuuuuuuuuuuuuuu CREATE TRUST FROM CHIP-TO-CLOUD

= Secure-IC is a trust enabler, thanks
to its unique positioning as a one-
stop-shop security partner

» Protection from Edge Device chips
to Cloud, along their lifecycle

= PQC is the next revolution and
Secure-IC is a pioneer in the field

» Root of Trust, security in depth by
design

' 2025 All Rights Reserved | Confidential | Property of Secure-IC




SECWRE-iC |

THE SECURITY SCIENCE COMPANY

Thank you!

Sam Wong

Director US Sales, Secure-IC
Samuel.wong@secure-ic.com | www.secure-ic.com
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